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A BST RACT

E mail and gro u p wa re sy stems req u i re spec ia l i zed ant ivirus so ftwa re to preve nt viruses fro m

sp re a d i ng via atta c h me nts, data fi l es, and executable prog rams sha red thro u gh data ba ses .

While the pro p r i e ta ry fo r mats of these data ba ses ensu re the secu r ity of the info r mation they

p rocess, they also defy tra d it i o nal virus sc a n n i ng tec h n i q u es. Pro p r i e ta ry email and gro u p-

wa re fo r mats lack the sta nda rd i zed fo r mats and API fu nctions that tra d it i o nal virus sc a n n i ng

p roducts re ly on. For pro p r i e ta ry fo r mats, tra d it i o nal ant ivirus so ftwa re is ine ffec t ive and eit he r

b y pa sses or is unable to scan email atta c h me nts and ot her info r mation sha red within these pro-

p r i e ta ry data ba ses. Ne two rk administ rato rs see k i ng email and gro u p wa re ant ivirus st rateg i es

a re often fo rced to install and su p port desktop ap p l i c ations to co m bat viruses. 

Un fo r tu nate ly, desktop or se rver ant ivirus so ftwa re only cleans local co p i es of fi l es saved to ha rd

d r ives. This leaves the original fi l es, along with any viruses they are carry i ng, ava i lable on the

se rver for ot her use rs to access. Email file atta c h me nts co nt i nue to be responsible for 80% of

virus out b reaks (ICSA La bs 7th An nual Virus Preva l e nce Su rvey, 2002), the re fo re, effec t ive

e ma i l /g ro u p wa re virus protection mu st address this prima ry thre at to preve nt viruses fro m

sp re a d i ng thro u gh info r mat i o n - sha r i ng fu nc t i o n s .

This paper out l i nes the Microso ft™ Exc ha nge 2000 and 2003 se rver arc h itec tu re, ident i fi es it s

v u l ne ra b i l ity to viruses, and rev i ews how Tre nd Micro™ Sc a n Ma i l™ for Microso ft Exc ha nge fu nc-

tions in the Exc ha nge 2000 and 2003 env i ro n me nt s .
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M IC R OSO FT EXCHANGE 2000 AND 20 03 SERVER ARCHIT E CT URE

From the sma l l est co mpa n i es to the wo rl d’s la rg est ente r p r i ses, a grow i ng nu m ber of orga n i-

zations are quickly mov i ng to the new messa g i ng and co l la bo rations plat form built for Microso ft

E xc ha nge 2000 and Exc ha nge 2003, Wi nd ows 2000 and Wi nd ows 2003. Su p port for a wide

va r i e ty of co m mu n i c ations on a single plat form has made Exc ha nge one of the fa stest grow i ng

e ma i l /g ro u p wa re sy stems. Co mpa n i es re ly on the Exc ha nge se rver for miss i o n - c r itical co m-

mu n i c ations. Th ro u gh integ rated email, group sc hedu l i ng, elec t ronic forms, gro u p wa re, and

I nte r net capa b i l it i es, use rs can coo rd i nate, discu ss, and co l la bo rate on vital pro jects. 

The Exc ha nge se rver arc h itec tu re prov i d es use rs with a sc a lable messa g i ng, data re t r i eva l ,

a nd file sha r i ng sy stem. It allows gre ater fl exi b i l ity for the administ rator to design the ne two rk

e nv i ro n me nt thro u gh integ ration with the Wi nd ows Ac t ive Di rec to ry, Microso ft Inte r ne t

I n fo r mation Se rv i ce (IIS), and Web Sto rage System. Protocols such as Ne two rk News Tra n spo r t

P rotocol (NNTP), Post Offi ce Protocol ve rsion 3 (POP3), and Inte r net Message Access Protoco l

ve rsion 4 (IMAP4) run as part of the IIS process. The use of mu lt iple data ba ses and protoco l s

ex pa nds the se rve r’s capa b i l it i es to redu ce ne two rk tra ffi c, ex ped ite, and broaden data re t r i eva l

a nd usa g e, as well as to provide sc a la b i l ity, secu r ity, rapid recove ry, and fa i l ove r.

E xc ha nge also su p ports mu lt i med ia fo r mats, ma k i ng info r mation sto rage and re t r i eval fa st and

e ffi c i e nt. It sto res nat ive co nte nt, inc lu d i ng Mu lt ip u r pose Inte r net Mail Extensions (MIME)

co nte nt, direc t ly in a .stm fi l e. Ad d it i o na l ly, with the insta l lable file sy stem (IFS), Exc ha nge can

be used as a file re pos ito ry for any ap p l i c ation. IFS ma ke it possible to map Exc ha nge fo l d e rs

a nd ma i l boxes as sha red ne two rk drives. Fi na l ly, Exc ha nge su p ports mu lt iple public folder hier-

a rc h i es. Each hiera rc hy, or tree, is sto red in a public folder sto re. The defau lt se rver insta l lat i o n

i nc lu d es one public folder sto re co nta i n i ng one public folder hiera rc hy. Fi g u re 1 shows a grap h-

ical re p rese ntation of the Exc ha nge arc h itec tu re, inc lu d i ng the Extensible Sto rage Eng i ne, We b

Sto rage System, Exc ha nge Inte r p rocess Co m mu n i c ation Layer (ExIPC), the IIS, and the und e r-

ly i ng co mpo ne nt s .
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With the arc h itec tu re and capa b i l it i es of Exc ha nge 2000 and 2003 co me co ncerns over secu-

r ity issu es such as viruses pe ne t rat i ng and da ma g i ng the Exc ha nge data ba se. For this re a so n ,

M i c roso ft inc lu d ed the Microso ft virus-sc a n n i ng API (see Fi g u re 2), which allows ant iv i r u s

ve nd o rs to pe r form virus sc a n n i ng be fo re atta c h me nts and co nte nts can be saved or re t r i eved

from the sto rage sy ste m s .

With the Microso ft virus-sc a n n i ng API ava i lable to ant ivirus ve nd o rs, products such as Tre nd

M i c ro Sc a n Mail for Microso ft Exc ha nge can be co n st r u c ted to provide high - speed sc a n n i ng,

h i gher pe r fo r ma nce, and sc a lable virus protection while also ensu r i ng the integ r ity of the

I n fo r mation Sto re, Web Sto re data ba se, and its co nte nt s .

6
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T HE MIC R OSO FT VIRUS - SCA NN ING API 

Si nce the Microso ft Exc ha nge 2000 Se rv i ce Pack 1, Microso ft has prov i d ed a virus-sc a n n i ng

i nte r fa ce imp l e me nted at a low level in the Info r mation Sto re. This inte r fa ce allows a virus-

sc a n n i ng imp l e me ntation with high pe r fo r ma nce and he lps ensu re that the sc a n n i ng dy na m i c

link libra r i es are loa d ed and run be fo re any client can access a message or atta c h me nt. 

The Microso ft virus-sc a n n i ng API redu ces problems assoc iated with recog n i z i ng when a new

ma i l box has been added to the sy stem and addresses sc a la b i l ity issu es arising when a 

pa r t i cu lar se rver has a la rge nu m ber of use rs /ma i l boxes. 

T HE TRE ND MICRO IMPL E ME N TATION OF THE MIC R OSO FT VIRUS -
SCA NN ING API 2.0

Tre nd Micro Sc a n Mail is fu l ly co mpatible with the Microso ft virus-sc a n n i ng API 2.0. The virus-

sc a n n i ng API allows messa g es to be sc a n ned once be fo re delive ry, rat her than mu lt iple times ,

d e te r m i ned by the nu m ber of ma i l boxes to which the message is delive red.  Si ngle insta nce

sc a n n i ng he lps preve nt a message from be i ng resc a n ned when it is co p i ed or pa ssed fro m

se rver to se rve r. The adva nta g es of the Tre nd Micro Sc a n Mail imp l e me ntation are :

• E na b l es the detection and elimination of auto - execut i ng viruses by sc a n n i ng email 

atta c h me nts and the message body be fo re the email ente rs / l e aves the Info r mation Sto re.

• P rov i d es protection for email pa ss i ng to and from the Exc ha nge 2000 se rve r, inc lu d i ng

S M T P, MAPI, HTT P, PO P 3, and IMAP4 tra ffi c. It also prov i d es protection for use rs who are

u s i ng the Insta l lable File System (IFS) and Ne two rk News Tra n sport Protocol (NNTP).

• Scans and blocks both inbo u nd and out bo u nd infec ted messa g es and atta c h me nts 

t rave l i ng thro u gh the Exc ha nge 2000 se rve r, even under he avy tra ffic loads. The sc a n

me t hod o l og y, deve l o ped in close co l la bo ration with Microso ft, guara ntees the integ r ity of

t he Info r mation Sto re data ba se, messa g es, and atta c h me nts, resu lt i ng in imp roved 

re l ia b i l ity of virus detection and cleaning. 

• P rov i d es ma nual and sc hedu l ed sc a n n i ng of all atta c h me nts res i d i ng in the Web Sto re 

data ba se.

• Scans in ba c kg ro u nd mode all atta c h me nts in the Web Sto re data ba se to he lp ensu re that

k nown viruses res i d i ng in the data ba se will be re moved .

• P rov i d es mu lt i - t h re a d ed and thread poo l i ng capa b i l it i es that resu lt in imp roved re a l - t i me

pe r fo r ma nce and reso u rce ut i l i zation on the Exc ha nge 2000 se rve r.
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• Fe atu res single insta nce sc a n n i ng (smart sc a n n i ng) so that messa g es and atta c h me nts are

sc a n ned only once, rega rd l ess of how ma ny se rve rs, rec ip i e nts, or se nd e rs rece ive the

messa g e.

• P rov i d es full access to message pro pe r t i es, allow i ng not i fi c ation, log g i ng, and re po r t i ng of

rec ip i e nt, se nd e r, and administ rator info r mation.   

T HE TRE ND MICRO IMPL E ME N TATION OF THE MIC R OSO FT VIRUS
SCA NN ING API 2.5

With Microso ft Exc ha nge 2003, Microso ft prov i d ed an updated virus-sc a n n i ng API ve rsion 2.5.

This inte r fa ce re tains all exi st i ng fu nc t i o na l it i es prov i d ed by ve rsion 2.0. Tre nd Micro Sc a n Ma i l

is fu l ly co mpatible with the Microso ft virus-sc a n n i ng API 2.5 and offe rs the fo l l ow i ng addit i o na l

fe atu res :

• P rov i d es sc a n n i ng of Mu lt ip u r pose Inte r net Mail Extensions (MIME). 

• P rov i d es access to the message body. 

• I mp l e me nts new eve nt log messa g es and pe r fo r ma nce mo n ito r i ng co u nte rs for be tter 

a d m i n i st rat i o n .

• I nc lu d es se nder and rec ip i e nt addresses with the disp lay na mes .

• Scans all out bo u nd messa g es prior to se nd i ng the m .

• Scans on an Exc ha nge 2003 gateway ma c h i ne bec au se virus-sc a n n i ng API is ex posed on

t he tra n sport leve l .

V IRUS PR OT E CT ION ON THE MIC R OSO F T EXCHANGE 20 03
GAT EW AY/ B RIDG E HEAD SERV E R

8
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With Exc ha nge 2000, virus sc a n n i ng ta kes pla ce on the ma i l box se rve r. (Fi g u re 3).

With Exc ha nge 2003, and the Microso ft virus-sc a n n i ng API 2.5, it is now possible to scan at the

t ra n sport level (Fi g u re 4). This allows ant ivirus co mpa n i es to scan messa g es that will not be

sto red in the Info r mation Sto re. It prov i d es the capa b i l ity of sc a n n i ng messa g es that will be

ro uted thro u gh the Exc ha nge 2003 Gateway Se rve r. This will preve nt infec ted messa g es fro m

e nte r i ng into the ne two rk .

VIRUS ES AND MIC R OSO FT EXCHANGE 2000 AND 20 03 SERVERS 

All messa g i ng sy stems are vulne rable to virus attacks. Vi r u ses sp read when infec ted prog ra m s

or data fi l es are du p l i c ated thro u gh se rver re p l i c ation or by any ot her means in which fi l es are

sha red or exc ha ng ed. Vi r u ses are usu a l ly des i g ned to carry a payl oad, or an und es i rable action

g e ne rated by a virus. While so me of these viruses are re lat ive ly ha r m l ess, like disp lay i ng an irrev-

e re nt messa g e, they can also be da ma g i ng eno u gh to wipe out all data on the infec ted co mp ute r’s

ha rd drive or co mp l e te ly shut down the mail se rver thro u gh so me form of denial of se rv i ce. 

In Exc ha nge 2000 and 2003 Se rve rs, viruses sp read along with the fi l es use rs sha re: thro u gh

e mail atta c h me nts, public fo l d e rs re p l i c ation, data ba se re p l i c ation, insta l lable file sy stems, and

ot her Exc ha nge co mp l ia nt ap p l i c ations. With addit i o nal co n nec to rs and new protocols fo r

E xc ha nge se rve rs, ne two rks are open to a broader ra nge of Inte r net info r mation so u rces, gre at ly

ex pa nd i ng the nu m ber of oppo r tu n it i es for viruses to enter the ne two rk. 

Ant ivirus products have to be mo re proa c t ive when protec t i ng the email env i ro n me nt and sho u l d

o ffer a st rategy that goes beyo nd sc a n n i ng the message and atta c h me nt for viruses. As the

Ni mda and Cod e R ed viruses proved, mixed - t h re at viruses can reside in the me mo ry and infec t

a su bsta nt ia l ly gre ater nu m ber of use rs in a much sho r ter pe r i od of time. Du r i ng a mixed - t h re at

9
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virus attack, eve ry minute co u nts. The ne two rk is at its most vulne rable be fo re an ant iv i r u s

ve ndor dist r i b utes an updated virus patte r n .

Under such co nd itions, Tre nd Micro Sc a n Mail for Microso ft Exc ha ng e, fe atu r i ng Tre nd Micro™

Out b reak Preve ntion Se rv i ces with Tre nd Micro Co nt rol Ma na g e r™, has the capa b i l ity of

b l oc k i ng su spicious mail or atta c h me nts from ente r i ng the Exc ha nge env i ro n me nt .

A virus in one client co mp uter can pro l i fe rate thro u gho ut an orga n i zation via Exc ha nge fu nc-

tions and then sp read beyo nd that orga n i zation to use rs outside the ne two rk. While the old-styl e

fi l e - a nd - boot sec tor viruses re main a dest r u c t ive thre at that mu st be addressed, most indu st ry

ex perts agree that mixed - t h re at viruses have ec l ipsed the fo r mer in terms of freq u e ncy of occu r-

re nce and have beco me the pre fe r red me t hod for virus write rs to cre ate su ccess ful viruses .

D ET E CTING AND CLEA N ING VIRUS ES IN THE EXCHANGE 2000 AND 20 03
E N VIR O NME N T

An effec t ive ant ivirus st rategy for the Exc ha nge 2000 and 2003 env i ro n me nt should prov i d e

re a l - t i me sc a n n i ng on all Info r mation Sto re data ba ses for viruses and ot her malicious co nte nt

t h re ats, inc lu d i ng inap p ro p r iate and unso l i c ited co nte nt. This st rategy should inc lude sc a n-

n i ng both the Exc ha nge data ba se (EDB) and Exc ha nge st re a m i ng data ba se (STM) levels, wh i l e

at the sa me time co nt i nu a l ly sc a n n i ng and cleaning the arc h ive fo l d e rs res i d i ng in the

I n fo r mation Sto re data ba se by using eit her an on-dema nd or sc hedu l ed scan process .

Once an ant ivirus ap p l i c ation disinfects the Info r mation Sto re data ba se, it mu st then preve nt

i n fec ted fi l es from ente r i ng the se rve r. Ne two rk administ rato rs mu st pinpo i nt and protect all

virus ent ry po i nts within the Exc ha nge 2000 and 2003 env i ro n me nt and ente r p r i se ne two rk. 

Bec au se ma ny co mpa n i es use an array of mismatc hed ant ivirus products, the “se rver leak”

fa c tor so me t i mes affects Exc ha nge 2000 and 2003 se rve rs. The resu lt i ng ove rlap of fu nc t i o n s ,

gaps in virus protection, and diffe re nt protocols used by co mpe t i ng ant ivirus pa c ka g es preve nt

t hese products from wo rk i ng tog e t her to effec t ive ly protect Exc ha nge 2000 and 2003 se rve rs

a nd their client use rs. In such an env i ro n me nt, co nve nt i o nal viruses, malicious Java, and Ac t ive X

code can leak pa st gateways and file se rve rs to infect Exc ha nge 2000 and 2003 se rve rs and

t he ente r p r i se at la rg e. 

The “client leak” fa c tor is cre ated by the reve rse situ ation in which desktop ant ivirus produ c t s

a re unable to scan Exc ha nge email atta c h me nts, ma i l boxes or public fo l d e rs, the reby allow i ng

u se rs to post or dow n l oad infec ted fi l es to Exc ha nge 2000 and 2003 se rve rs .

Mo n ito r i ng all pote nt ial po i nts whe re viruses can enter ente r p r i se - co mp ut i ng env i ro n me nt s

a nd leak into Exc ha nge se rve rs is CPU-reso u rce inte n s ive. Ad d it i o na l ly, such mo n ito r i ng is

ext re me ly cu m be rso me for ne two rk administ rato rs to ma na g e. Fo r tu nate ly, Tre nd Micro offe rs
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an integ rated ant ivirus st rateg y, inc lu d i ng an Exc ha nge 2000- and 2003 - spec i fic ap p l i c at i o n ,

t hat prov i d es easy - to - ma na g e, reso u rce - e ffi c i e nt protection from viruses .

T RE ND MICRO SCA NM AIL FOR MIC R OSO FT EXC H A N G E

Tre nd Micro was the fi rst ant ivirus co mpa ny to develop and ma rket effec t ive tec h no l ogy to

d e tect and eliminate viruses inside the Microso ft Exc ha nge env i ro n me nt. Sc a n Mail for Microso ft

E xc ha nge pe r forms re a l - t i me mo n ito r i ng of inco m i ng and outg o i ng email atta c h me nts and

message bod i es, he lp i ng eliminate viruses from Exc ha nge 2000 and 2003 Se rve rs be fo re use rs

can ma ke co p i es of infec ted fi l es .

A W A RD - WINN ING VIRUS - SCA NN ING TECHN O L OGY

Tre nd Micro Sc a n Mail uses Tre nd Micro’s awa rd - w i n n i ng 32 - b it mu lt i - t h re a d ed VSAPI sc a n-

n i ng eng i ne with Tre nd Micro Ma c ro Trap™ and Tre nd Micro Sc r ip Trap™ tec h no l og y. Sc a n Ma i l

cleans both known viruses as well as unknown ma c ro and sc r ipt viruses. The pate nted Tre nd

M i c ro scan eng i ne minimizes the pe r fo r ma nce hits to se rve rs du r i ng sc a n n i ng, uses minima l

se rver CPU reso u rces,  and enha nces sc a n n i ng speed and pe r fo r ma nce.

With the Inte l l i Scan fe atu re, Sc a n Mail exa m i nes all fi l es but scans only those file ty pes that have

t he pote nt ial to be virus carriers. This he lps redu ce the burden on sy stem reso u rces.  Us i ng

Ac t ive Action, Sc a n Mail also ident i fi es virus ty pes and reco m me nds actions to delete, clean, or

q u a ra nt i ne them.  The reco m me nd ed actions are ba sed on how each virus ty pe infects a co m-

p uter sy stem or env i ro n me nt.  

O U T B REAK PREV E N TION SERVIC ES

The out b reak preve ntion pha se is the critical time pe r i od after an out b reak has been ident i-

fi ed and be fo re a pattern file is ava i la b l e. Du r i ng this crucial time, IT ma na g e rs mu st endu re a

c ha ot i c, time - co n su m i ng process of co m mu n i c ation – often to gl o bal and dece nt ra l i zed gro u ps

w ithin their orga n i zat i o n s .

Prior to delive ry of a pattern fi l e, Tre nd Micro Out b reak Preve ntion Se rv i ces prov i d es atta c k

spec i fic info r mation and out b reak preve ntion po l i c i es to he lp ente r p r i ses defl ect, iso late and

stem attacks. With Out b reak Preve ntion Se rv i ces, policy reco m me ndations can be ce nt ra l ly

d e p l oyed to minimize coo rd i nation efforts and he lp ensu re co n s i ste nt ap p l i c ation of po l i c i es

t h ro u gho ut the ne two rk. This su bsc r ip t i o n - ba sed se rv i ce req u i res minimal up-fro nt invest me nt

a nd prov i d es ente r p r i se-wide coo rd i nation and out b reak ma na g e me nt via Tre nd Micro prod-

ucts that reside across critical po i nts on the ne two rk inc lu d i ng the Inte r net gateway, mail se rve r,

file se rve r, caching se rve r, client, re mote and broa d ba nd use r, and third - pa r ty ente r p r i se fi re-

walls. Policy reco m me ndations delive red via Out b reak Preve ntion Se rv i ces he lp IT ma na g e rs
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a c h i eve acce l e rated respo n se times for protec t i ng aga i n st new viruses to co ntain out b re a k s ,

m i n i m i ze sy stem da ma g e, and preve nt dow nt i me.

Out b reak Preve ntion Se rv i ces deliver not i fi c ation of new thre ats as well as co nt i nuous and co m-

p re he n s ive updates on sy stem status as an attack prog resses. The time ly delive ry of deta i l ed

virus data, co u p l ed with pred e fi ned, thre at - spec i fic action and sc a n n i ng po l i c i es delive red

i m med iate ly after a new thre at is ident i fi ed, allows ente r p r i ses to quickly co ntain viruses and

p reve nt them from sp re a d i ng.

Ad d it i o na l ly, by ce nt ra l ly deploy i ng and ma na g i ng policy reco m me ndations, Out b re a k

P reve ntion Se rv i ces redu ces the pote nt ial for misco m mu n i c ation on ap p l i c ation of po l i c y.

I n stead,  critical attack info r mation is deployed co n s i ste nt ly and as it is hap pe n i ng. By prov i d i ng

auto matic or ma nual dow n l oad and deploy me nt of po l i c i es via Tre nd Micro Co nt rol Ma na g e r,

Out b reak Preve ntion Se rv i ces imports knowl edge to critical access po i nts on the ne two rk direc t ly

from ex perts at Tre nd La bs, Tre nd Micro’s gl o bal secu r ity rese a rch and su p port ne two rk .

S PAM BLOC KING AND CONTENT FILT E RING MANAG E ME N T

The vo lu me of unso l i c ited and inap p ro p r iate email that co mpa n i es rece ive co nt i nu es to reach new

a l l - t i me highs. To address this problem, Tre nd Micro Sc a n Mail inc lu d es email co nte nt fi lte r i ng and

spam bloc k i ng fu nctions with its optional Sc a n Mail eMa na g e r™ plug-in modu l e. Sc a n Mail and

e Ma nager integ rate se a m l essly to mo n itor inco m i ng and outg o i ng messa g es to ensu re that ema i l s

rece ived by end use rs are sa fe, virus-free, and originate from leg it i mate so u rces. 

A N TI - S PAM FILT E RIN G

The ant i - spam fi lter defi nes which messa g es are to be bloc ked on the basis of the info r mat i o n

ap pe a r i ng in the he a d e r. For exa mp l e, messa g es may be bloc ked ba sed on the domain fro m

which email has been se nt, or ba sed on the co nte nts of the “Fro m ,” “To,” and “Su b jec t” fi e l d s .

E M AIL CONTENT FILT E RIN G

The email co nte nt fi lter eliminates unso l i c ited co m me rc ial email (mo re co m mo n ly known as spa m )

be fo re it re a c hes Exc ha nge 2000 and 2003 Se rve rs. By emp l oy i ng a se r i es of use r - d e fi ned rules

to eva lu ate the header and message text of inco m i ng and outg o i ng email, as well as the messa g e

atta c h me nts, co nte nt fi lte r i ng prov i d es a means to eva lu ate and reg u late email tra ffic on the

basis of the message text it self. 

Co nte nt fi lte r i ng of inbo u nd and out bo u nd messa g es prov i d es a mo re in-depth, so p h i st i c ated

a na lysis of messa g es than ant i - spam fi lte r i ng. Co nte nt fi lte rs can be used to develop deta i l ed ,

u se r - d e fi ned rules that address any nu m ber of spec i fic co nte nt ty pes. In addition, a sy no ny m
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l i st exte nds the co nce p tual reach of the co nte nt fi lter thro u gh innovat ive fu z zy log i c. The

e Ma nager co nte nt fi lter redu ces the nu m ber of unso l i c ited messa g es tra n spo r ted by the

E xc ha nge se rve rs, imp rov i ng its effi c i e ncy and ensu r i ng that the messa g es rece ived by the end

u ser are valid. 

Q UA RA N TINE MANAG E ME N T

Eve ry orga n i zation has po l i c i es to quara nt i ne su spicious messa g es and atta c h me nts. A tool to

exa m i ne quara nt i ned items to he lp avoid the acc i d e ntal deletion of valid email is esse nt ial.  Tre nd

M i c ro Sc a n Mail prov i d es a use r - fr i e nd ly inte r fa ce that allows administ rato rs to easily view info r-

mation in quara nt i ned emails and atta c h me nts.  Ad m i n i st rato rs can view or sort quara nt i ned

messa g es with details such as the “Fro m” and “To” fields, quara nt i ned atta c h me nt file na me, fi l e

s i ze, quara nt i ne re a sons, and whe t her the atta c h me nt has been rese nt or not. It also prov i d es

options to rese nd, fo rwa rd, and delete the quara nt i ned items or fo rwa rd to an administ rator ma i l box .

In addition, Sc a n Mail also allows administ rato rs to co n fi g u re sc a n n i ng po l i c i es to quara nt i ne

a nd sto re atta c h me nts be fo re a new pattern file is ava i la b l e.  Once a new pattern file is re l e a sed ,

a d m i n i st rato rs can scan quara nt i ned messa g es with the new patte r n .

MESSAGE PUR GIN G

Ma ss - ma i l i ng viruses usu a l ly enter orga n i zations via an infec ted email atta c h me nt.  Most ant iv i r u s

ve nd o rs can only re move the infec ted atta c h me nts and still deliver the emp ty messa g es to use rs’

i n boxes.  This has the pote nt ial to inc re a se he lp desk pho ne calls from pa n i c ked use rs who have

rece ived the emp ty messa g es. Tre nd M i c ro’s Ac t ive Message Fi lter in Tre nd Micro Sc a n Mail pro-

v i d es fl exible co n fi g u ration for inbo u nd and out bo u nd email to delete email with viruses, spa m ,

a nd spec i fi ed atta c h me nts be fo re they are delive red to use rs. It can block ma ss - ma i l i ng viruses

a nd re move all infec ted email and atta c h me nts, inc lu d i ng ze ro byte atta c h me nts and ema i l .

N OTIFICATION AND LOGGIN G

In a la rge ente r p r i se env i ro n me nt it is impo r ta nt to rece ive not i fi c ation when a virus is detec ted so

t hat problem viruses can be effec t ive ly iso lated and quara nt i ned. Tre nd Micro Sc a n Mail not i fi es

ne two rk administ rato rs, the se nd e r, and the rec ip i e nt of any newly detec ted viruses using ema i l ,

SNMP trap not i fi c ation, pager messa g i ng, and Wi nd ows NT eve nt log reco rd i ng. Each of these

not i fi c ation me t hods can be co n fi g u red to se nd a sta nda rd defau lt message or a cu sto m i zed alert. 

In addition to these sta nda rd not i fi c ation me t hods, Sc a n Mail can se nd Out b reak Alert not i fi c a-

tions whe never a high nu m ber of viruses atte mpt to pa ss thro u gh the Exc ha nge 2000 and 2003

Se rve rs or if a pre - se l ec ted nu m ber of viruses have not been cleaned within a few ho u rs .

Sc a n Mail is des i g ned to cre ate logs of viruses atte mp t i ng to pa ss thro u gh Exc ha nge 2000 and
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2 003 se rve rs. These logs are later used to gene rate re ports and ana lysis to be tter ma nage futu re

virus thre ats. To he lp preve nt futu re virus out b reaks, Sc a n Mail's brow ser inte r fa ce can re mote ly

re t r i eve each se rve r’s virus logs to tra ce the so u rce of infec ted fi l es and iso late infested sites .

This fu nction can save administ rato rs ho u rs of va luable time and he lps cut the pote nt ial costs of

a virus out b reak. 

Ad m i n i st rato rs can access Tre nd Micro Sc a n Mail se rv i ces both on site and re mote ly thro u gh the

u se of a Web brow se r. De pe nd i ng upon the administ rato r’s req u i re me nts, not i fi c ation se rv i ces

can be co n fi g u red to auto mat i c a l ly alert administ rato rs, the se nd e r, rec ip i e nts, and se l ec ted

E xc ha nge 2000 and 2003 use rs of infec ted email tra n s m i ssions. The not i fi c ation can be eit he r

by email, SNMP trap not i fi c ation, or pa g e r. Ad m i n i st rato rs can elect to se nd a sta nda rd defau lt

not i ce or their own cu sto m i zed wa r n i ng messa g e. 

A wa r n i ng not i fi c ation is se nt to the se nder and rec ip i e nt in the atta c h me nt message and inc lu d es

t he infec ted atta c h me nt re na med with a cu sto m i zed message inse r ted. Ad m i n i st rato rs can cu s-

to m i ze the not i fi c ation message or se l ect not to se nd a not i fi c ation if the atta c h me nt is su ccess fu l ly

c l e a ned. 

All auto matic actions are pe r fo r med on infec ted fi l es in acco rda nce with the administ rato r’s co n-

fi g u ration. Co n fi g u ration options inc lude cleaning the file prior to se nd i ng it to original rec ip i e nt ,

d e l e t i ng the infec ted fi l e, mov i ng it into a quara nt i ned fo l d e r, or lett i ng it pa ss with a wa r n i ng

message to the use r. In addition, Tre nd Micro Sc a n Mail can be co n fi g u red to back up infec ted

atta c h me nts be fo re any action is ta ke n .

C E N T RA LIZED MANAG E ME N T

Th re ats from viruses and malicious code have beco me mo re freq u e nt and so p h i st i c ated, irrev-

oc a b ly cha ng i ng the e-business env i ro n me nt. New thre ats are co n sta nt ly ap pe a r i ng and po i nt

so lutions may prove insu ffi c i e nt. As a resu lt, Tre nd Micro has deve l o ped a revo lut i o na ry ap p roa c h

to protec t i ng cu sto me rs from these thre ats. Tre nd Micro Co nt rol Ma nager offe rs a co mp re he n-

s ive ap p roach to protec t i ng the co r po rate env i ro n me nt. Ad m i n i st rato rs are prov i d ed with an

e nte r p r i se wide pictu re of the ne two rk and the means of kee p i ng the env i ro n me nt protec ted .

Tre nd Micro Co nt rol Ma nager does mo re than ju st ma nage Tre nd Micro’s ant ivirus products. It

can provide co mp re he n s ive out b reak policy and co nte nt secu r ity ma na g e me nt for the ente r-

p r i se. Indu st ry co mpe t ito rs re ly upon sc hedu l ed po l l i ng mec hanisms that provide status to a

ma na g e me nt co n sole or se rver at preset inte rvals.  In re a l ity, this me t hod is not only sl ower tha n

re a l - t i me not i fi c ation, but produ ces excess ive st rain on ba ndwidth when a la rge nu m ber of client s

a re pe r i od i c a l ly po l l i ng for virus activ ity.
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Tre nd Micro Co nt rol Ma nager ut i l i zes re a l - t i me, eve nt - t r i g g e red not i fi c ation of out b reaks fo r

t he most up-to - date status of virus activ ity within the ne two rk. Tre nd Micro Co nt rol Ma nager can

be co n fi g u red to se nd out not i fi c ation of signifi c a nt or unu sual ne two rk eve nts via email, pa g e r,

SNMP trap, and NT eve nt log. This allows the administ rator to re main info r med of flu c tu at i o n s

in the ne two rk and to rece ive up-to - date info r mation du r i ng a virus out b re a k .

VIRUS RES PO NSE SERVICE LEVEL AG RE E ME N T

Tre nd Micro’s Virus Respo n se Se rv i ce Level Ag ree me nt (SLA) also addresses the virus respo n se

p ha se of the out b reak lifec yc l e. A fi rst for the ant ivirus indu st ry, the Virus Respo n se SLA pro-

v i d es cu sto me rs with a pe na lty - ba c ked guara ntee that pattern fi l es for detec t i ng a new virus

will be delive red within two ho u rs from the time a virus case is su b m itted. Des i g ned to delive r

fa st respo n ses du r i ng the critical pha ses of an out b reak, the Virus Respo n se SLA is fu r t he r

d e mo n st ration of Tre nd Micro’s st ro ng co m m it me nt and high sta nda rds for se rv i ce exce l l e nce.

T RE ND MICRO CONTROL MANAG E R

Tre nd Micro Co nt rol Ma nager is the administ ration co n sole that prov i d es ce nt ra l i zed ma na g e-

me nt and ente r p r i se-wide coo rd i nation for Tre nd Micro ant ivirus and co nte nt secu r ity produ c t s

a nd se rv i ces deployed thro u gho ut the ne two rk. A co re co mpo ne nt of the Ente r p r i se Protec t i o n

St rateg y, Tre nd Micro Co nt rol Ma nager can he lp IT ma na g e rs co n s i ste nt ly enfo rce secu r ity po l i-

c i es thro u gho ut their orga n i zation, and respo nd quickly to the various sta g es of a virus

o ut b re a k— a key req u i re me nt for co m bat i ng mixed - t h re at viruses that can ap pear in mu lt ip l e

a reas of the ne two rk. Fi g u re 4 illu st rates the Ente r p r i se Protection St rategy and the ce nt ra l i zed

ma na g e me nt offe red by the Tre nd Micro Co nt rol Ma na g e r. 

Fi g u re 5. 

Tre nd Micro Ente r p r i se

P rotection St rateg y
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By ma na g i ng ant ivirus and co nte nt secu r ity products and se rv i ces thro u gh a single co n so l e,

Tre nd Micro Co nt rol Ma nager can he lp IT ma na g e rs co n so l i date info r mation rega rd i ng virus

eve nts or unu sual activ ity and cre ate graphical re ports for ana lysis and mo n ito r i ng. Su p po r ted

a nt ivirus and co nte nt secu r ity products are orga n i zed into gro u ps that can be re mote ly ma na g ed ;

se rve rs can be co n fi g u red simu lta neo u sly in gro u ps or ind iv i du a l ly thro u gh re p l i c ation. Produ c t

i n fo r mation and ta sk fu nctions are mirro red thro u gh Tre nd Micro Co nt rol Ma na g e r, ma k i ng it

fa st to view and ta ke co nt rol of newly insta l l ed produ c t s .

O U T B REAK CO MM A ND E R

The Out b reak Co m ma nder co n sole within Tre nd Micro Co nt rol Ma nager is des i g ned to act as a

ce nt ral co m ma nd ce nter for deploy me nt of se rv i ces that deliver ex pe r t i se and knowl edge to spe-

c i fic po i nts across the ne two rk. Out b reak Co m ma nder imp l e me nts out b reak ma na g e me nt - re lated

ta sks from a single inte r fa ce, inc lu d i ng the ability to auto mat i c a l ly dow n l oad and deploy po l i c i es

set forth by Out b reak Preve ntion Se rv i ces. Out b reak Co m ma nder orga n i zes the va st capa b i l i-

t i es inc lu d ed in the Tre nd Micro Ente r p r i se Protection St rategy into three categ o r i es, as fo l l ows: 

• Out b reak Preve ntion Se rv i ces 

• Virus Respo n se Se rv i ces

• Da mage Cl e a nup Se rv i ces

The Out b reak Co m ma nder co n sole is ce nt ra l ly ma na g ed via the Tre nd Micro Co nt rol Ma na g e r

a nd he lps IT ma na g e rs to co nvert into co he re nt and co n s i ste nt gl o bal po l i c i es the exte n s ive

vo lu me of disc re te actions req u i red when respo nd i ng to pote nt ial thre at s .

T RE ND LA BS: A GLOBAL NETWO RK OF SECURITY EX PE R TIS E

Tre nd La bs is Tre nd Micro’s gl o bal ne two rk of secu r ity se rv i ce ce nte rs. In addition to auto mat i-

c a l ly not i fy i ng ente r p r i ses of new secu r ity thre ats, Tre nd La bs ma kes ava i lable a co mp re he n s ive

body of secu r ity rese a rch, ex pe r t i se, and knowl edge that su p p l e me nts Tre nd Micro ant iv i r u s

so ftwa re products. In addition to tra d it i o nal su p port se rv i ces offe red by secu r ity ve nd o rs ,

Tre nd La bs delive rs time ly respo n ses such as broa d c a sts of Med ium and High Ri sk alert info r-

mation to warn ente r p r i ses of newly ident i fi ed secu r ity thre ats. Tre nd La bs also prov i d es

e nte r p r i se preve ntion and ma na g e me nt of mixed - t h re at attacks and reco m me ndations in adva nce

of pattern file dist r i b ution, ena b l i ng ente r p r i ses to ta ke immed iate defe n s ive action aga i n st

t h re ats. Once virus patterns are ident i fi ed, Tre nd La bs delive rs action policy te mp lates for each

Tre nd Micro product deployed on the ne two rk. Actions defi ned in these policy te mp lates are

t h re at - spec i fic to he lp rap i d ly eliminate malicious code and re pair da ma g ed sy ste m s .
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Amo ng ot her be ne fits, IT ma na g e rs can leve rage the reso u rce rich secu r ity knowl edge and

ex pe r t i se of Tre nd La bs to avoid cost ly—a nd pote nt ia l ly disa st ro u s—d e lays when see k i ng

a n swe rs to urg e nt secu r ity questions. Th ro u gh Tre nd La bs su p port se rv i ces, IT ma na g e rs have

a ccess to a va st gl o bal ne two rk of secu r ity ex perts 24x7, wit ho ut hiring or deve l o p i ng such spe-

c ia l i zed skills in-ho u se.

H OW TRE ND MICRO ENTERPRISE PR OT E CTION ST RAT E GY RES PO NDS TO
S E C URITY THREATS

When a secu r ity thre at is ident i fi ed, Tre nd La bs auto mat i c a l ly se nds Med ium and High Ri sk alert

i n fo r mation and policy reco m me ndations to the Tre nd Micro Co nt rol Ma na g e r, which res i d es

on a ce nt ral se rver at the ente r p r i se. Tre nd Micro Co nt rol Ma nager can imp l e me nt pred e fi ned

a c t iv it i es (with the administ rato r’s aut ho r i zation) to co ntain the thre at while minimizing the impa c t

on no n - t h re ate ned ente r p r i se ne two rk i ng se rv i ces. After insta l l i ng the pattern fi l es, the Tre nd

M i c ro Co nt rol Ma nager can then rescan any su spect fi l es and eliminate the virus be fo re init i-

at i ng da mage assess me nt and cleanup procedu res. After the inc i d e nt, a co mp re he n s ive re po r t

is ava i lable to he lp assess ente r p r i se-wide vulne ra b i l it i es as well as ident i fy any sy stems whe re

t he cleanup efforts we re not co mp l e ted. In addition to prov i d i ng ente r p r i ses with the indu st ry’s

most tho ro u gh and up-to - date ant ivirus secu r ity protection, the Tre nd Micro Ente r p r i se Protec t i o n

St rategy is the fi rst integ rated secu r ity so lution that co mp l e te ly eliminates the cost and co m-

p l exity of so ftwa re upg ra d es. All so ftwa re is co nt i nu o u sly upg ra d ed as part of Tre nd Micro’s

o n l i ne and re a l - t i me se rv i ce prog ra m .

CO N C LUSIO N

Tra d it i o nal desktop ant ivirus so ftwa re alone cannot provide co mp l e te virus protection for the

e nte r p r i se, and it is unable to detect viruses embed d ed in email atta c h me nts inside Exc ha ng e

2 000 and 2003 se rve rs. Desktop protection wa its until use rs open atta c h me nts, leav i ng ope n

t he pote nt ial for infec ted fi l es to be co p i ed to the ha rd drive be fo re sc a n n i ng and cleaning is

d o ne. 

Tra d it i o nal desktop ant ivirus ap p l i c ations cannot provide full protection within the Microso ft

E xc ha nge 2000 and 2003 pro p r i e ta ry ema i l /g ro u p wa re messa g i ng fo r mat. For mo re co mp l e te

virus protection, ente r p r i ses mu st deploy ema i l - spec i fic sc a n n i ng products such as Tre nd Micro

Sc a n Mail for Microso ft Exc ha nge 2000 and 2003.

Tre nd Micro reco m me nds the deploy me nt of mu lt iple tiers of virus protection.  This mu lt i - laye r

p rotection ap p roach inc lu d es SMTP sc a n n i ng on the gateway, virus protection for email and

g ro u p wa re se rve rs, file se rver protection on all ap p l i c at i o n /file sha r i ng se rve rs and a deskto p

a nt ivirus so ftwa re so lution at the end - u ser level.  These four laye rs of protection ensu re the best

virus protection in an orga n i zation. 
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A BOUT TRE ND MICRO 

Tre nd Micro, Inc. is a leader in ne two rk ant ivirus and Inte r net co nte nt secu r ity so ftwa re and se r-

v i ces. The To kyo - ba sed co r po ration has business units wo rl dw i d e. Tre nd Micro products are

sold thro u gh co r po rate and va lu e - a d d ed rese l l e rs, as well as ma na g ed se rv i ce prov i d e rs. Fo r

a d d it i o nal info r mation and eva lu ation co p i es of all Tre nd Micro products, visit htt p : / /www. t re nd-

m i c ro. co m .
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